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1.0 Executive Summary

The self assessment that is surnmarized in this report was conducted by the Breckenridge Institute™
and is an independent verification and validation of the AERS II Requirements Process. It describes
AERS-related activities that are currently on-going as of October 2006 and is the final step in a
process initiated in 2003 by ||} B o replace the dysfunctional AERS system. The
work that resulted in this report was initiated by the AERS Program Office prior to its being
disbanded, and prior to the reorganization of the Office of Pharmacoepidemiology and Statistical
Science (OPaSS$) into the current Office of Surveillance and Epidemiology (OSE). Based on the
information and data evaluated, the Breckenridge Institute assessment team has identified one root-
cause finding (shown below) and 12 supporting observations that are found in Section 2.0. The
assessment team has included three recommendations for corrective action.

Root Cause Finding: CDER’s culture can be characterized as one in which managers at all
organizational levels fail to move from the awareness of organizational problems, to the kind of
action that will produce positive change. When some CDER managers do attempt to make positive
change as with the AERS II system described in this report, their attempts are frustrated and
undermined by an “invisible bureaucracy” that they don’t really understand. In the case covered in
this report, the AERS 1I system could have been completed in 2005, but was delayed and ultimately
shelved, by: a) a change in project scope from replacing the dysfunctional AERS system to building
an FDA-wide adverse event reporting system, and b) unilateral decisions and questionable
procurement practices on the part of CDER’s Office of Information Technology (OIT). These
actions were taken despite the documented needs of AERS users, and the documented objections of
CDER managers and scientists. The consequences of these actions include:

¢ Conducting an AERS Il requirements process led by CDER OIT that: a) was unnecessary
and cost $1,500,000; b) did not follow proper IT methodology; c) selected and utilized
contractors that have a known and documented track record of inadequate or poor
performance; d) ineffectively utilized the time of dozens of AERS users in requirements
development meetings because OIT lacked personnel who could execute the Business
Systems Analyst function; and e) culminated in a High-Level Requirements Document, a
Technical Alternatives Analysis Document, and a Detailed Requirements document that
makes FDA less prepared today to replace the dysfunctional AERS system than it was in
2004.

e A total estimated cost of $25,000,000 and a four-to-five year delay in replacing the AERS
system, which will not be operational until 2009 or 2010.

o The frustrating and undermining of the post-marketing drug safety work of Safety
Evaluators, epidemiologists, and personnel in the Offices of Compliance and FOI because
they lack some of the basic tools they need to perform their jobs, e.g. a computing system
that meets their requirements.

One of the most difficult tasks of characterizing the culture in an organization like CDER is to tease
apart the difference between: a) the beliefs, assumptions, and ways of working of individual
managers and key personnel, and b) beliefs, assumptions, and ways of working that are held
collectively by the organization as a social phenomenon, e.g. culture. Perhaps the key indicator that
an issue is “cultural” is the existence of long-term patterns of organizational behavior that span
long-periods of time. In the case of AERS, this study documents a pattern of organizational
behavior on the part of CDER’s OIT that spans ten years, two Center Directors, at least two
different configurations of CDER’s organizational structure, and multiple Directors of CDER’s
OIT. Given the data presented in this report, the Breckenridge Institute assessment team is
convinced that the root cause of the problems associated with the AERS Il requirements processes
is cultural and can only be addressed by a significant change in CDER’s culture.

3



CONFIDENTIAL

Recommendation 1: In an atmosphere in which IT management and contracting practices are
coming under increased scrutiny, and in the wake of the recent report from the Institute of Medicine
(IOM) that identifies organizational culture as a root cause of issues in FDA, the senior managers in
CDER should conduct a thorough investigation into the leadership, management, and contracting
practices of OIT.! In addition to characterizing the tacit, underlying patterns of organizational
beliefs and behavior in CDER’s organizational culture, they should investigate: a) how effectively
CDER’s portfolio of IT projects is being led and managed; b) the selection criteria by which
contractors like the one mentioned above are screened and selected; ¢) and the way in which
financial resources are being combined into larger and larger categories in CDER’s OMB Exhibit
300. This increases the extent to which OIT can reprogram the IT funds of CDER’s science-
technical units like OSE, award those funds to contractors they select without the approval of
science-technical managers, and decreases the level of traceability and overall accountability for
doing so.2

Recommendation 2: The senior managers in CDER should take immediate action to correct the
problems in CDER’s OIT as described in this report. In addition, under the auspices of the IT
consolidation, organizations such as OSE that contain AERS users should have the opportunity to
select a team of IT professionals from the consolidated FDA IT organization that have a proven
track record of technical performance and providing outstanding service to end users like the Safety
Evaluators who use AERS.

Recommendation 3: FDA should execute an updated version of the software acquisition plan that
was developed by the CDER OIT AERS 11 Project Manager and AERS Program Manager in 2004
and begin the process of acquiring a replacement for AERS I immediately. The AERS II system has
been absorbed into an FDA-wide IT system that includes multiple FDA Centers. This is a much
more complex and daunting task than simply replacing the AERS system, and consequently making
such a system functional is probably four-to-five years away — minimum. This forces Safety
Evaluators in CDER and CBER and other FDA units such as the Offices of Compliance and FOI, to
work with the dysfunction AERS 1 system for yet another extended period of time, thus further
undermining their ability to effectively carry out FDA’s mission of post-marking surveillance and
drug safety. Based on the information contained in this report, a replacement for AERS could be
operational in less than two years at a cost of about $5 million dollars. More importantly, this fully
functioning AERS II system could then be used as a solid foundation for an FDA-wide system. It is
important to note, that recently in the wake of the IOM report, there seems to be a renewed interest
on the part of CDER’s OIT and OSE in replacing the dysfunctional AERS I system as a necessary
first step in developing an Agency wide system, despite the fact that funding for AERS II has been
zeroed out in FY 2006 and FY 2007.

! See the Institute of Medicine’s report entitled, The Future of Drug Safety: Promoting and Protecting the
Health of the Public, published on Sept 26, 2006. '

2 For example, see the audit and investigation into the $170 million IT system developed for the FBI that
was unusable. See, “The FBI’s Upgrade That Wasn’t,” by Dan Eggen and Griff Witte in, The Washington
Post, August 18, 2006 (http://www.washingtonpost.com/wp-
dyn/content/article/2006/08/17/AR2006081701485 .html).
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2.0 Summary of Observations

The conclusions that emerged from the research and analysis process conducted by the
Breckenridge Institute have been codified into twelve observations. The supporting evidence for
each observation in the text is linked to the observations below by reference in the text.

OB 1-2006: There has been a pattern of unilateral decision-making about the AERS II system
on the part of CDER OIT despite the documented needs of AERS users, and the documented
objections of CDER managers and scientists. This pattern of unilateral decision-making has
been evidenced by the Directors of OIT since 2003 (see supporting data in the text below).

OB 2-2006: The requirements activity from 2005 on was unnecessary, did not add value to
what had already been done, cost $1,500,000, and did not follow proper IT methodology as
defined by FDA and industry standards such as Oracle — the FDA standard for IT systems.
More specifically, no new information on user requirements emerged from the HL
Requirements Document that would have supported taking a different direction, yet this was
used as the basis for a second “technical” alternatives analysis and a Detailed Requirement’s
Document that took the AERS II project in an entirely different direction than the one
established prior to July 2004. In addition, the AERS II requirements process violated
procedures specific in the FDA’s Life Cycle Systems Document (LCSD) and standard industry
methodologies like those developed by Oracle — the FDA standard for IT systems (see
supporting data in the text below).

OB 3-2006: Over the three years covered by this assessment, the Directors of OIT have
demonstrated a lack of effective leadership and management of AERS II as evidenced by
continued tumover of AERS 11 Proﬁiect Managers - there were five Project Managers during the
three year period. On November 8" 2006, another former AERS Project Manager resigned his
position with OIT and the government (see supporting data in the text below). '

OB 4-2006: Over the period of time covered by this assessment, CDER’s OIT has been
combining the Center’s IT financial resources into larger and larger pools in the OMB Exhibit
300, making it increasingly difficult to have accountability for the spending of large amounts of
money. This increases the extent to which OIT can: a) reprogram the IT funds of CDER’s
science-technical units like OSE, b) award those funds to contractors OIT selects without the
approval of science-technical managers, and c) decrease the level of traceability and overall
accountability for doing so (see supporting data in the text below).

OB 5-2006: The original AERS system was released on November 1, 1997, taken off-line
because it was largely unusable by AERS users, and then re-released on 1998. Despite known
and documented inadequacies in their performance, this same contractor was hired by CDER’s
OIT to do the High-Level Requirements Document that is methodologically flawed and makes
FDA less able to replace the dysfunctional AERS system now than it was in 2004. When the
hiring of the contractor was questioned by senior FDA managers and AERS users, OIT
obfuscated the situation and did not justify their decision based on the contractor’s previous
performance (see supporting data in the text below).

OB 6-2006: The AERS 11 requirements process and CDER’s OIT and OIM lacked an effective
liaison between: a) AERS users, b) the working level technical people within OIT who
functioned as AERS Project Managers, and c) the IT designers in the AERS software
maintenance contractor organization. This liaison function is normally described as a business
systems analyst (BSA). Until recently, the AERS Program Manager tried to fulfill this role, but
this position has been abolished (see supporting data in the text below).
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OB 7-2006: Neither the 2004 High-Level Requirements Document, nor the 2006 Detailed
Requirements Document specifies what methodology and/or tools were used to manage the
AERS Il requirements process or to produce the models in the final documents, e.g. a
requirements repository like Oracle Designer. Standard IT methodology requires that such
methods and tools be used as the basis of a requirements process and that they be clearly
documented in the final requirements document. In the case of the AERS II requiréements
process, it appears that lists of requirements that were available prior to July 2004 were edited,
and then cut and pasted into the two documents using MS Word or Excel rather than using a
requirements repository/tool to manage the overall requirements process. In 2003, FDA paid
Oracle over $300,000 to reverse engineer the AERS [ system into Oracle Designer, an
automated tool widely used by Oracle customers and consultants to design new systems and
document existing systems.3 It appears that this information was ignored by CDER’s OIT and
its contractors during the AERS 1 requirements process (see supporting data in the text below).

OB 8-2006: Neither the 2004 High-Level Requirements Document, nor the 2006 Detailed
Requirements Document took a “top down” Business Process Analysis approach to the AERS
11 requirements process, e.g. the AERS 11 requirements process was not linked to CDER’s
mission and goals in any meaningful way. More specifically, CDER mission and goals were not
incorporated in the 2004 High-Level Requirements Document. Although the document contains
a section entitled, Business Vision and Objectives, this contains a cursory discussion of the
objectives for the AERS II system, but does not tie AERS 11 back to CDER’s mission or goals.
In addition, the 2004 High-Level Requirements Document does not contain (or reference) a
properly conducted Business Process Analysis using methods such as workflow analysis,
Swimlane diagrams, or IDEFO process analysis. There is no “as-is” or “to-be” analysis of
CDER’s enterprise-wide business process of Drug Safety, or its enabling processes, €.g.
conducting safety analyses, epidemiological studies, or the tasks performed by the Offices of
Compliance and FOI. The form of analysis that was included in the document was
inappropriate for a high level requirements phase, e.g. using Use Cases that would typically be
used at the Presentation-User Interface to break down CDER s enterprise-wide business process
and enabling processes, both of which should reside at the higher-level Enterprise-Wide
Business Processes (see supporting data in the text below).

OB 9-2006: The back-engineering of the AERS I system using Oracle Designer in 2003
provided a solid foundation upon which to build AERS II in terms of an Entity Relationship
(ER) model and underlying data structure. The 1996 AERS I document contained a Data
Requirements section, complete with a dictionary report. Although this information is stored in
the Oracle Designer container maintained by CDER’s OIT, it appears to have been ignored by
OIT and its contractors in the AERS II requirements work conducted from July 2004 on,
resulting in a very serious lack of definition at the most fundamental level of Data
Management. If, by leaving the Data Management tier out of both the 2004 HLR Document
and the 2006 SRS Document, the intention was to rely on the ER Model and Data Management

3 Oracle Designer, formerly called Oracle CASE (Computer Aided Systems Engineering), is a tool that can
be used from day one of the systems development life cycle to document and analyze system requirements.
Richard Barker’s book, Case Method: Tasks and Deliverables, describes how to use the tool for every step
of the life cycle. The Designer repository captures increasingly detailed information obtained during the
life cycle, without the need for re-entry of requirements. For example, during the Strategy (High Level
Requirements) phase, information about conceptual data entities is stored. During the Analysis (Detailed
Requirements) phase, these same entities are documented in more detail, and a complete Entity
Relationship model is completed. Then during the Design phase, a utility within the repository can be run
to generate a default database design, which subsequently can be used to automatically generate SQL
syntax and create the necessary tables in Oracle.
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tier in AERS 1, then serious deficiencies in AERS 11 functionality will be unavoidable, as
indicated by the comments and data gathered in the 2005 AERS Users Satisfaction Survey.
This also indicates that a higher priority was placed on the ER Model and Data Management
Tier ten years ago than today. The lack of an ER Model and well-defined underlying data
structure presents a serious risk to the potential success of AERS II because without these
elements, user needs will not be met again as was the case with the AERS I system. Without an
ER Model and underlying data structure, it is not possible to evaluate the degree to which the
Presentation and Application Logic levels of the design actually contain complete functionality.
Regardless of whether one is developing a custom software application where information
deliverables are used to build a sound database structure, or evaluating the extent to which a
COTS or COTS integration package will meet user needs, a well-defined foundation of an ER
Model and information deliverables is required by standard industry practice (see supporting
data in the text below).

OB 10-2006: The unilateral decision by CDER’s OIT Director to begin the AERS II requirements
process all over again post-July 2004 had an enormous negative impact on AERS users by
delaying the replacement of the dysfunctional AERS I system by at least five years. This decision
was made despite the objections of: a) technical staff in CDER’s OIT, b) CDER’s OIT AERS 1l
Project Manager, c) AERS users in multiple FDA Centers, d) the OPaSS AERS Program
Manager, and e) numerous CDER managers and scientists. But this unilateral decision also had
an enormous financial impact that will ultimately cost FDA more that $25,000,000 in a time
when funding for computing is increasingly scarce. In other words, had FDA moved forward on
the CDER OIT-OPaSS approved plan in July-2004 rather than unilaterally changing direction,
FDA would have: a) had a functioning AERS 11 system in 2005, and b) avoided spending more
than $25,000,000 in contracts and services - many of which were not value-added to FDA or its
mission (see supporting data in the text below).

OB 11-2006: The AERS users in CDER, CBER and other organizational units throughout the
FDA have been forced to use the dysfunctional AERS 1 system for more than 10 years which has
frustrated and undermined their ability to perform their jobs effectively (see User Survey
comments). The additional 4-5 year delay caused by the AERS 1l requirements process being
unnecessarily repeated have perpetuated and exacerbated the functionality problems identified in
the AERS User Satisfaction Survey conducted in 2005 (see supporting data in the text below).

OB 12-2006: An analysis of the 2003 Requirements Traceability Matrix (RTM) that used the
1996 and 1998 Requirements Documents as a baseline revealed that almost 48% of the
functionality of the AERS I system was removed from the original AERS system requirements
(381 out of 795 requirements).? Even after discussions with CDER’s OIT, it was unclear why
these pieces of functionality were removed, when they had been removed, or who authorized their
removal, yet many of the problems faced by users today in FYO07 are directly caused by these
missing pieces of functionality.5 Further analysis has shown that at least 150 (40%) of the
requirements that were removed from AERS 1 were added back in to the Detailed Requirements
Document delivered by BAH in June of 2006, indicating that FDA will have to pay for this
functionality a second time (see supporting data in the text below).

4 See the Booz Allen Hamilton, FDA Center for Drug Evaluation and Research, AERS Requirements
Traceability Matrix, Task No. T06 — Contract No. 223-97-5513, September 8, 2003.

5 See Booz Allen Hamilton, AERS Il System Requirements Specification, Version 1.1, April 6, 2006, and
Booz Allen Hamilton, AERS 1l Safety Evaluator, FOI, & Compliance Requirements (with Changes
Tracked Based on Input from Safety Evaluators Received on May 17, 2006), Jane 2006.
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